LA PARTICIPATION AUX HOSTILITES ET LE MANUEL
DE TALLINN

LE CAS DES RESEAUX SOCIAUX EN PERIODE DE CONFLIT ARME
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SOHR: 500 members of SDF arrive in the eastern
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ISIS brought reinforcement at Hajin frontline
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3 hours ago

SAA tank shelling area of Al Buwaydah village in
Northern Hama
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Clashes between the military police and the
Hamzah brigade in the town of Bza'a in rural
Aleppo
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SDF has advanced against ISIS at Al Baghuz
fronline in Eastern Deir-ez-Zur



LES RESEAUX SOCIAUX EN PERIODE DE CONFLIT ARME

"When he got ready to join in,and bomb, factions within Syria, | wanted to make sure

he would bomb the right ones or at least he knew what he was bombing,"

"So | sent him a message through his embassy and told him we have this capability
within Syria to tell you where people are located; do you want to have that! So the
next day | got a response from him, "Yes, | would like to have your maps.' So we

sent our maps, on a current basis, to President Putin."



MANUEL DE TALLINN

TALLINN

MANUAL 2.0

ON THE
INTERNATIONAL
LAW
APPLICABLE TO

CYBER
OPERATIONS

SECOND EDITION

Prepared by the International Groups of Experts
at the Invitation of the NATO Cooperative
Cyber Defence Centre of Excellence



QUESTIONS DE RECHERCHES

® Est-ce que le partage d’informations militaires en periode de conflit arme
est un acte constitutif de participation directe aux hostilites ?

m Est-ce que le Manuel de Tallinn parvient a refleter la lege lata !



LA PARTICIPATION DIRECTE AUX HOSTILITES

m Art.51-3 du Protocole Additionnel | des Conventions de Geneve de 1977

« les personnes civiles jouissent de la protection accordée par la présente Section, sauf si elles participent directement
aux hostilités et pendant la durée de cette participation »

= GIPDH du CICR

= Regle 97 du Manuel de Tallinn : « Civilians enjoy protection against attack unless and for such time as they
directly participate in hostilities »



LA CYBER-PARTICIPATION DIRECTE AUX HOSTILITES

= | e Manuel de Tallinn renvoie au GIPDH et reprend les mémes trois eéléments
constitutifs d’'un acte de PDH:

un acte atteignant un certain seuil de nuisance
un lien de causalité directe entre 'acte et la nuisance

un lien de belligérance dans l'acte



LE SEUIL DE NUISANCE

m « First, the act (or a closely related series of acts) must have the intended or actual effect
of negatively affecting the adversary’s military operations or capabilities, or inflicting death,
bhysical harm, or material destruction on persons or objects protected against direct attack
(threshold of harm) »

= « gathering information on enemy operations by cyber means and passing it to one’s own
State’s armed forces »
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LINES IN SYRIA

This map uses open source data,
curated by the Carter Center and
integrated and analyzed in Palantir,
to show how the conflict in Syria has
evolved over time.
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LE SEUIL DE NUISANCE

Commentaires PA | et |l

Jurisprudence TPIR, TPIY, TSSL, CPI, CIADH, CEDH, Cour Supréme israélienne, Cour
Federale allemande

Manuels militaires

Doctrine

Pratique USA, R-U, France et Allemagne !



LE SEUIL DE NUISANCE

La nécessité militaire

Justification de tout acte de violence lors d’un conflit arme



LIEN DIRECT DE CAUSALITE

Publication de Lien de Divulgation
l'information causalite des
militaire directe operations




LE LIEN DE BELLIGERANCE

« the act must be directly related to the hostilities »

+-

« an act must be specifically designed to directly cause the required threshold of
harm in support of a party to the conflict and to the detriment of an other »




LE LIEN DE BELLIGERANCE
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LE LIEN DE BELLIGERANCE

Commentaires PA | et |l

Jurisprudence TPIR, TPIY, TSSL, CPI, CIADH, CEDH, Conseil des Droites de 'Homme,
Rapport Turkel, Cour Supréme israélienne, Cour Fédérale allemande

Manuels militaires

Doctrine



LE LIEN DE BELLIGERANCE

= Participation aux hostilités

Toutes les formes d’actes hostiles entrepris par une partie belligerante contre I'ennemi

Il faut donc s’impliquer dans les hostilités entre les deux parties ennemies



QUELLES CONCLUSIONS ?

= Un acte de PDH selon le Manuel de Tallinn

= Le Manuel de Tallinn ne refléte pas la lege lata mais une vision
libérale de la PDH
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